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Message from the Secretary

DANIEL URQUHART
Secretary, State of Alabama OIT

OIT at the State of Alabama

At OIT, we are committed to meeting the ever-growing IT demands of
Alabama’s numerous agencies, boards, and commissions, which in turn
serve the great citizens of our state.

Without question, IT has never been a more essential part of our
everyday lives than it is in today's digital world. Almost everything that
we encounter on a daily basis — our healthcare, education, work,
shopping, travel, entertainment, and so much more — is impacted by IT
systems and networks. Therefore, the need for these systems to
function efficiently and safely is of the utmost importance.

This is especially true for state government. To effectively serve its
citizens, Alabama must be a unified network of state agencies and
partners on the cutting-edge of technology and communications. OIT
provides this expertise through capable IT governance, strategic
planning, and resource utilization.

When the IT requirements of our state and its many interconnected
agencies are successfully fulfilled, the people of Alabama are the true
beneficiaries. OIT stands ready to meet that important need, both now
and in the years ahead.
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OIT's Mission and Guiding Principles oy

ﬁg IT Mission

Lead the strategic IT management of Alabama executive branch digital assets by
centralizing agency telecommunications, data, and cybersecurity services with
comprehensive governance, cost-effective infrastructure, and enforcement of rigorous
policy and standards that enable compatibility, security, and operational excellence.

Gmdlng Principles

Security-First Governance: Prioritize protection of State critical infrastructure and data through
robust risk management and incident response protocols. Establish and enforce strict
cybersecurity governance and operations controls across state agencies to safeguard against
evolving threats.

« Fiscal Responsibility & Efficiency: Reduce redundant expenditures and maximize the return on
IT investments. Aggregate users for cooperative utilization of facilities, manage centralized
data centers, and review business cases and cost-benefit analyses for all agency IT initiatives.

+ Interoperability & Standardization: Ensure that State IT operates as a cohesive unit by defining
specifications that assure the compatibility of telecommunications, technology assets, and
cybersecurity resources and equipment across the enterprise for a unified and integrated
structure rather than siloed systems.

+ Ethical & Responsible Innovation: Embrace emerging capabilities while adhering to ethical
guidelines, security and privacy controls, and ongoing compliance mechanisms. Promote
responsible and transparent procurement, development, and use of novel technologies.

+ Collaborative Service: While maintaining oversight, act as a partner to state agencies by
providing approved statewide IT contracts for goods and services, technical assistance,
consultation services, planning, and training. Coordinate services to assist agencies in meeting
their designated needs while avoiding duplication.
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OIT's reporting metrics will help to validate business alignment and
success in fulfilling stakeholder needs, as well as demonstrate the progress
in achieving our overall strategic goals.

Stakeholder Facing Metrics* Current Score Target Score

* Increase overall IT satisfaction

- &,  OIT Goal 78% 80%
Irq I ?Il Trusted Partner * Increase satisfaction in
derstandi ds of
skeholders 76% 80%

]
- b e OIT Goal: « Increase satisfaction in executing 73% 80%
&

~ IT Excellence requests

, ' N * Increase satisfaction in effectively 72% 80%

communicating with stakeholders

OIT Goal: . o . .
) * Increase satisfaction in IT policies
Deliveryon IT
[ ]
[}
w

Mandates * Increase satisfaction with network
and voice communication

*Metrics developed using data from NOV 2025 Business
Vision Survey

Metrics and Targets will be set and revisited on achievable one-year
improvements for alignment.
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Improving OIT’s maturity required a deeper
understanding of our current state.

anship

Relati

IT Satisfaction
Scorecard

| IT Satisfaction

Satisfaction with the IT department
o

IT Value

Satisfaction that IT provides high
walue nedlaiifoe o your peroeption of
post and staffing

ond fts ability 10 support your needs /'
7 %

l:y Understands Needs
= Satisfaction with ITs understanding

of your needs.

7 3 9% Executes Requests
Satigfaction with the way IT
executes your requests and meets

your neads.

(] Communicates
72 /0 Effectively

Satisfaction with IT communication.

6 9 94 Trains Effectively
Satisfaction with training quality and

timineg.

e Current as of NOV 2025
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Business Satisfaction and Importance for Core Services

Satisfaction Importance
Satisfaction that organizational devices and .Fr
IT EEEUHW data are properly securad, 76"
Network & Comm. Satizfaction with raliability of comm. YA 2"
Infrastructure Systemns and networks
= Satisfaction with responsivenass and = 3“
Service Desk effactiveness of service desk 74
Satisfaction with policy design and TH
IT Policies :*nl:umemml .an:u.ll:ll'ucll':lI :?BG!.IHIE governanca, 74* 4
i Satisfaction with prowiding opportunities for TH
L‘leﬂpun innovation and innovation leadarship to Y i s 5
a p improve the business
Busi A Satisfaction with applications and B2* ET"
usiness Apps functionality
I Satisfaction with large department or J
Projects e 76"
A Satisfaction with providing reliable and BT"
Data qum accurate data 75"
Requirements Satisfaction with BA's ability to understand | g9 g™
Gat ering and support the business
Client-Facing Satisfaction with user experience and 78~ o™
Technology effactivaness
Work Orders Satisfaction with small reguests and bug I i 111-“
Analytical Capability Satisfaction with effective standard reports, 2™
custom reports capability, and the ability 1o 67T
and Reports generate business insights
Devi Satisfaction with deskiops, laptops, moblle [ g 3™
evices devices etc.



OIT Program Goals for FY26-29 NFORMATION

TECHNOLOGY
STATE OF ALABAMA

Program Goals Roadmap

FY26 FY27 FY28 FY29
o1 Trusted Partner

Metwork Segmentation
Foundation (VPN, SNA, DNAC, ISE)
Macro (ABN, FIN-SBS, OIT)
Micro (executive branch agencies)
SD WAN — trusted internet connection
Disaster Recovery (DR)
Storage (Cloud and On-Prem)
Cloud on-ramp e

Mainframe transition

02 IT Excellence

Artificial Intelligence (Al)
Generative Al Platform enablement
Engagement and support
Unified communications
Low-code applications
Enablement
Engagement and support

IT Mandate

State and Local Cybersecurity Grant Program (SLCGP)
Identity access management (lAM)

M365 G5 renewal

Active Directory (AD) remediation
SIEM architecture and deployments
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the delivery of products and services to agency STATE OF ALABAMA
Lead the strategic IT management of Alabama executive branch digital stakeholders and will further OIT's efforts to become a
assets by centralizing agency telecommunications, data, and trusted business partner.

cybersecurity services with comprehensive governance, cost-effective
4 Y P 9 Program Goals Roadmap

infrastructure, and enforcement of rigorous policy and standards that

e . . o1 Trusted Partner
enable compatibility, security, and operational excellence. —
Foundation (VPN, SNA, DNAC, ISE)
Macro (ABN, FIN-SBS, OIT]
Micro (executive branch agencies)
SD WAN - trusted internet connection
Disaster Recovery (DR)
Storage (Cloud and On-Prem)
Cloud on-ramp
Mainframe transition

*  Security-First Governance

. e . i IT Excellence
@ * Fiscal Responsibility & Efficiency AnificialIneligence A1)
Generative Al Platform enablement
ong o . Engagement and support
GUIDING * Interoperability & Standardization s v

Enablement

PRINCIPLES » Ethical & Responsible Innovation Fnosgement and support

IT Mandate

* Collaborative Service

State and Local Cybersecurity Grant Program (SLCGP)
Identity access management (IAM)

M365 G5 renewal

Active Directory (AD) remediation
SIEM architecture and deployments

Stakeholder Facing Metrics* Current Score Target Score

Trusted Partner * Increase satisfaction in

® ® Increase overall IT satisfaction
Innovator I:E-.I._EI.J Ol o8 78% 80%
ko 76% 80%

Business
. o
Target: 80% I e
— |
Now: 78% -\ /- OIT Goal: + Increase satisfaction in executing 73% 80%
-~ ~ T Excellence requests
* Ine i ion in i 0,
A communioatingihsskehoder 72% 80%
Start: 64% I Firefighter

Increase satisfaction inIT policies

Increase satisfaction with network
and voice communication

Unstable O R
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