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KAY IVEY 
Governor 

STATE OF ALABAMA 
Office of Information Technology 

64 North Union Street, Suite 200 
Montgomery, AL 36130 

Telephone (334) 242-3800 
Email: Jim.Purcell@oit.alabama.gov 

 

 
 

Jim Purcell 
Acting Secretary 

 
Dear Governor Ivey, 

I am pleased to deliver to you the 2017 State of Alabama Annual Information Technology (IT) Report. 

The year 2017 was productive and successful for the Office of Information Technology (OIT). OIT strives to provide 
our customers quality services, transparency of service rates and costs, improved security for our citizens’ data, 
and lower costs. 

Since my appointment as Acting Secretary of IT in July 2017, OIT has: 

• Completed the transfer from Finance Information Service Division (ISD) 
• Established the state’s first Security Operations Center, which monitors, alerts, and reacts to agency 

network threats 
• Created the Product Management Office, which provides cost-efficient automated solutions to state agencies 
• Created Agency Advocates who serve as the OIT’s point of contact for questions, comments, or 

complaints an agency may have 
• Implemented Microsoft Project® Online, which allows OIT to approach project management from an 

enterprise level with universal accessibility 
• Implemented the Change Management Program, which ensures changes that impact state IT 

services are analyzed, resourced, planned, and error free 
• Continued the IT Reclassification Study by completing all agency PDQ reviews and classification mapping 

(pending presentation to the State Personnel Board) 

• OIT is committed to providing state agencies IT services at a high level of excellence and upholding our 
mandate to provide these services safer, better, faster, and cheaper. 

I appreciate your continued support of this office and our work. We remain committed to focusing on priorities 
that make IT for the State of Alabama more efficient, productive, and more effective. We will continue to strive to 
provide quality IT services to the state allowing them to serve our taxpayers as efficiently as possible. 

 
Sincerely, 

 
 
 

Jim Purcell 
Acting Secretary of IT 
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Cybersecurity 2017 Successes

The Alabama Office of Information Technology plans to establish a Security Operations Center
(SOC), giving the state its first consolidated and centralized work force for incident response,
threat mitigation, and proactive security services.

Through the hard work and efforts of the SOC engineers and analysts, the state has developed
processes and plans to identify, resolve, or mitigate many of the threats currently faced by Al-
abama’s state agencies. By late 2018, the Office of Information Technology (OIT) will begin a
major push to promote security awareness and strengthen employee skillsets in other IT disci-
plines.  This effort will carry forward through 2019 and future years.

In 2017, OIT hired the current State Chief Information Security Officer (CISO), Ryan Allen, who
has pushed for visibility and collaboration between OIT and the client agencies to promote the
greater good of the state and its security initiatives. Under Ryan’s leadership the state security
stance and processes have migrated from reactionary processes, to a more proactive threat as-
sessment and mitigation mindset.
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• Travel Cost Savings: Travel less using improved availability of video teleconferencing 

and collaboration tools. 
• Contact Center Services: Call center capability with enhanced features and 

improved reliability. 
• Transparency: Record phone calls in State offices that provide critical state services. 
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2017 Wide Area Network Project
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Relocation of State House Data Center
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The benefits of the move included: 

• Reduction of negative cash flow from rent, facility costs, and low fees collected 
from agencies 

• Elimination of the cost to replace UPS and the maintenance cost of HVAC systems 

12



2017 ACTIVITIES AND ACCOMPLISHMENTS 

13

!

!

!

"5D)3=@E768)&<C<F5;5C8).=@7L)
!
!
!
!
!
!
!
!
!
!
!
!
!

)

) ) )

! ! ! ! !
! ! ! ! !

! ! ! ! !
! ! ! ! !

! ! ! ! ! !
! ! ! ! ! !

! ! ! ! !
! ! ! ! ! !
! ! ! ! ! ! !

! !
!

! ! ! ! ! ! !
! ! !
# ! ! ! !
# ! ! ! ! !

! !
# ! !
# ! ! !

!

! ! ! ! ! ! ! ! ! ! ! ! !
! ! ! ! ! ! ! ! ! ! ! !
! ! ! ! ! ! ! ! ! ! ! !

! ! ! ! ! ! ! ! ! ! ! ! ! !
! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! !
!

!
! ! ! ! ! ! ! ! ! ! ! ! ! !
! ! ! ! ! ! ! ! ! ! ! ! ! !

! ! ! ! ! ! ! ! ! ! ! ! ! ! !
! ! ! ! ! ! ! ! ! ! ! ! ! ! !

! ! ! ! ! ! ! ! ! ! !
! ! ! ! ! ! ! ! ! ! ! !

! ! ! ! ! ! ! ! ! ! ! ! !
! ! ! ! ! ! ! ! ! ! ! ! ! !

! ! !

The Office of Information Technology established the Office of Product Management. This new di-
vision is responsible for developing lines of business to deliver value and maximize the return on
investment for technology solutions. OIT continuously strives to provide our clients with the quality
services needed to run safer, faster, and more efficiently.

Directed by Mike Vanhook, the Office of Product Management (OPM):
•    Listens to market needs
•    Measures the success of a product line
•    Delivers solutions
•    Delivers what matters

OPM Service offerings

The Office of Product Management offers agencies services which fulfill client needs and business
values. OPM focuses on delivering products and assistance throughout the entire product lifecycle,
gathering the needed information to ensure that market expectations are met, and ensuring agen-
cies are getting the most value for their investment. We provide consistent aid to keep the quality
of service in line with needs during the continuous change of technology.

Services are provided through OIT Business Process Automation. This is a collection of software,
services, and managed platforms that provide means to convert manual and paper processes to
digital. What does this mean for state agencies? It decreases their dependency on paper and labor
costs which, in turn, helps agencies save money and become more efficient. After this conversion,
information is stored, retrievable, and extensible, and critical and sensitive information is secure.
Collaboration on documents can happen anywhere and anytime. Our services also help many
agencies modernize aging systems and clear out warehouses of documents and storage. They can
then build services that are more resilient to technological and personnel change.
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The OPM currently offers the following services: 
 

Laserfiche® Enterprise Content 
Management Platform 

• Subscription Licensing 
• Self-Service License Management 
• ECM Enterprise Hosting 

• Content Management 
• Document Capture 
• Storage and Retrieval 
• Record Retention 
• Process Automation 

Workflow and Forms 
• Full Developers Environment 
• Full Systems Auditing 

• Advanced Document Capture 
• Machine learning and 

processing 
• Implementation Services 
• Technical Support 

Microsoft Office 365® SharePoint® Online 
• Content Migration Services 
• Site Development and Customization 

• Collaboration and Sharing 
• SharePoint Lists 
• Document Libraries 
• Workflows 
• Customized Forms 
• Security Groups 
• Access Management 

• SharePoint Communication Sites 
• Office 365® Integration, Tools, and 

Apps 
• Implementation Services 
• Technical Support 

 
The OIT Product Management office is always here to deliver quality services and to our client 
agencies. 
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• Evaluate ideas or measure the strategic contribution of competing requests to 

determine alignments and streamline project initiation 
• Easily create workflows in Visio and SharePoint Designer to standardize project 

progression or rejection and improve governance and control 
• Quickly promote a SharePoint task list to an enterprise project in PWA 
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Accountability

OIT Agency Advocates serve as liaisons
between the customer agencies and
OIT technical experts or our vendors.
Agency Advocates help guide solutions,
resolve technical issues, and facilitate
service delivery in a timely manner.
They are the points of contact for any
questions, comments, or compliants
agencies may have.
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Agency requests are also tracked in ServiceNow®. The top requesting agency is OIT because 
ServiceNow® is used to track internal requests and enhancements. 
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Agency Helpdesk Requests 

              
         

      
 

  
   

 

 

 
 

   

              
         

      
 

 
Agency Total 

Requests 

% Requests Resolved Within 
Same 
Day 

One 
Week 30 Days Cumulative 

Total 
Office of Information Technology 3,629 14% 51% 27% 92% 
Revenue 938 19% 53% 23% 95% 
Medicaid Agency 674 13% 57% 23% 93% 
Human Resources 635 21% 48% 21% 91% 
Mental Health 347 7% 62% 21% 90% 
Conservation 316 31% 46% 17% 94% 
Labor 309 24% 51% 19% 94% 
Law Enforcement Agency 308 6% 47% 37% 90% 
Corrections 295 7% 67% 20% 95% 
Secretary of State 275 7% 53% 39% 98% 
All Other 5,136 13% 58% 22% 93% 
Total 12,862 14% 55% 24% 93% 

 

 

 
 

   

              
         

2018 Requests Resolution Timeframe by Category 
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Requests may be simple or complex and cover a variety of mundane and technical issues. 
 

2017 Requests Resolution Timeframe by Assignment Group 
 

 
Assignment Group Total 

Requests 

% Requests Resolved Within 
Same 

Day 
One 

Week 30 days Cumulative 
Total 

Voice Services 1,917 7% 50% 35% 92% 
ServiceDesk 1,616 20% 61% 15% 97% 
Physical Security 1,455 24% 51% 23% 98% 
Systems Administration 1,237 18% 51% 22% 91% 
Application Development 1,162 7% 65% 24% 96% 
Systems Applications 993 21% 64% 14% 99% 
Mainframe 773 18% 69% 11% 97% 
Web Applications 588 9% 81% 9% 99% 
Desktop Support 539 12% 49% 32% 93% 
Engineering 424 4% 27% 34% 66% 
All Other Requests 2158 11% 45% 31% 86% 
Total 12,862 14% 55% 24% 93% 
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Enterprise costs for temporary IT staff were included in Services in previous annual reports. This 
year, the cost of enterprise IT staff contracts are reported separately. 

 
 

Note: Agencies use enterprise contracts to hire temporary IT staff or hire IT staff to augment their IT 
staff. Agencies may also have other contracts or agreements they use to hire professional IT staff. 
Various agencies used state universities to provide almost $11.0 Million in IT services included in 
Services shown below. Contract staff costs shown is based on the enterprise contracts available to 
all state agencies. 

 
 

 
 

FY2017 Estimated Cost of Information Technology by Category (In 
Millions $) 

 

Services 
$151.34 
40.1% 

Software 
$59.56 
15.8% 

IT Training 
$0.31 
0.1% 

Contract Staff 
$27.37 
7.3% 

Hardware 
$32.85 
8.7% State IT Staff 

$105.58 
28.0% 
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The need for specialized skills or temporary IT staff may vary from agency to agency depending 
on agency IT projects, infrastructure, business systems supported and other staffing needs. 

 
Top Ten Agencies IT Staffing and Projected Annual Costs by Employment Source 

September 2017 
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Classification 
2016 Total 

As of 
9/30/2016 

Left IT/ 
Separated 

Added/ 
New Hires 

2017 Total 
As of 

9/30/2017 

 
% Change 

 

Business Technology Spec 4   4  
Data Entry Operator 17 1  16 -5.9% 
Data Processing Spec I(T) 3   3  
GIS Manager 3   3  
GIS Specialist 12 2  10 -16.7% 
GIS Specialist, Senior 12 1  11 -8.3% 
IT Functional Systems Analyst 6  1 7 16.7% 
IT Manager I 36 2  34 -5.6% 
IT Manager II 29 2 1 28 -3.4% 
IT Manager III 5   5  
IT Operations Manager 3   3  
IT Operations Specialist 26 3  23 -11.5% 
IT Operations Supervisor 10   10  
IT Operations Technician 20 2 4 22 10.0% 
IT Project Manager 12   12  
IT Systems Spec, Assoc. 147 4 7 150 2.0% 
IT Systems Specialist 140 4 7 143 2.1% 
IT Systems Specialist, Sr 65 5 3 63 -3.1% 
IT Systems Technician 48 3 18 63 31.3% 
IT Systems Technician, Sr 103 5 5 103  
Programmer 20 2 3 21 5.0% 
Programmer Analyst 150 7 3 146 -2.7% 
Programmer Analyst, Assoc. 70 5 4 69 -1.4% 
Programmer Analyst, Sr 72 3  69 -4.2% 
RSA Senior IT Manager 4   4  
Security A & E Analyst   3 3 N/A 
Sr Info Sys Administrator 3 1  2 -33.3% 
Sr Software Developer 6  1 7 16.7% 
Sys Support Analyst 3 1 1 3  
Technology Operations Spec 3 1 1 3  
All Other Classes 42 10 5 37 -11.9% 
Total 1074 64 67 1077 0.3% 
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Potential Retirement by Classification by Year 
 

Classification Title Total IT 
Employees 

Cumulative Retirement Eligibility 
Now 3 Yrs 5 Yrs 7 Yrs 10 Yrs 

Business Technology Spec 4 0 0 0 0 0 
Data Entry Operator 16 7 11 11 11 13 
Data Processing Spec I(T) 3 3 3 3 3 3 
GIS Manager 3 1 1 1 1 1 
GIS Specialist 10 0 0 0 0 0 
GIS Specialist, Senior 11 1 1 1 1 2 
IT Functional Systems Analyst 7 0 1 1 3 3 
IT Manager I 34 14 15 16 18 24 
IT Manager II 27 13 17 19 22 24 
IT Manager III 5 3 3 3 4 5 
IT Operations Manager 3 2 3 3 3 3 
IT Operations Specialist 23 9 12 13 14 16 
IT Operations Supervisor 10 4 7 8 8 9 
IT Operations Technician 22 7 9 9 11 13 
IT Project Manager 12 3 4 4 5 8 
IT Systems Spec, Assoc. 148 32 43 55 61 80 
IT Systems Specialist 139 31 50 53 61 82 
IT Systems Specialist, Sr 60 22 30 31 34 46 
IT Systems Technician 63 8 10 12 13 17 
IT Systems Technician, Sr 103 16 29 35 41 52 
Programmer 21 0 2 2 2 4 
Programmer Analyst 145 26 43 48 64 87 
Programmer Analyst, Assoc. 69 4 9 11 15 22 
Programmer Analyst, Sr 69 16 21 26 32 46 
RSA Senior IT Manager 4 1 2 3 3 3 
Security A & E Analyst 3 1 1 1 1 1 
Sr Software Developer 7 1 3 3 3 3 
Sys Support Analyst 3 0 0 0 0 0 
Technology Operations Spec. 3 0 0 0 0 0 
All Other IT Classifications 39 9 15 18 19 23 

Total State IT Employees 1066 234 345 390 453 590 
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Our Values

•     To make IT a trusted partner to agencies as they serve the people of Alabama.
•     To reduce redundancies and application costs.
•     Provide a more effective environment for data-driven decision-making.
•     Be more agile in responding to new technologies as they develop, while employing best
       practices in risk mitigation.
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